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FIG. 3. (Color online) Separation of “threat-type” vs “nonthreat-type” by
the logarithm of signal energy, log|[Es].

methods for error propagation.”” From these, the mean dif-
ference, which can be either positive or negative, divided by
the associated standard deviation was computed in order to
obtain a noise-normalized measure of change between re-
ceiver values for different acoustic sources. This ratio, which
we will use to quantify the sensitivity of analysis techniques,
is often defined as the statistical conﬁdence,23 and is the re-
ciprocal of the coefficient of variation of a random variable.
Larger values are better as they imply greater statistical sep-
aration between random variables, in our case signal
receivers. Small values suggest that the sources are statisti-
cally indistinguishable to the signal receiver.

The confidence values characterizing the relation
between threat-type and nonthreat-type-signals are summar-
ized in Table I. We observe that all confidences are larger
than one, suggesting that these types of signals should be
easily distinguished using only log[Ef]. Moreover, energy
calculation is simple and well suited to our goal of reduc-
tion-to-practice on low cost hardware.

B. Threat-type discrimination

As mentioned previously, discrimination between
threat-type waveforms would be useful information. Table II
summarizes the absolute values of all confidence ratios

TABLE I. Confidence ratios of “threat-type” vs “nonthreat-type” sources
using log[Ey|.

Book Paper bag Wrench
223 cal. semiauto rifle 22.60 17.68 11.03
40 cal. semiauto pistol 17.50 14.43 9.57
45 cal. semiauto pistol 18.10 14.5 9.28
9 mm semiauto pistol 19.22 15.26 9.59
22 cal. semiauto rifle 15.81 10.63 5.11
22 cal. semiauto pistol 22.07 16.05 9.09
357 cal. revolver pistol 28.66 20.69 12.00
380 cal. semi auto pistol 19.41 15.57 9.95
38 special revolver pistol 15.19 13.00 9.13
AK47 semiauto rifle 55.76 28.77 14.28
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obtained in pair-wise comparison of log[E;| values for
threat-type sources. Only the values below the diagonal are
shown since the table is symmetric about this line. We
observe that many entries are greater than one, suggesting
that in many cases highly reliable discrimination between
sources is possible. However, there are also many entries
that are less than one. Particularly troubling is the fact that
several of these entries appear in the first column indicating
that log[E] provides poor discrimination between several
pistols and the assault rifle.

Consequently, we have investigated the use of different
joint entropies, Hy o, as an additional tool for weapons iden-
tification. Each reference function, g;(), was generated using
one of the threat-type waveforms according to the methods
described previously,’ for instance g, () was computed using
one of the 223 rile waveforms, g,(¢) was computed using
one of the 40 caliber waveforms and so forth with g1o(7)
being computed using one of the AK47 rifle waveforms. For
completeness, we illustrate this computation in Fig. 4. The
line with long and short dashes shows the a portion of the
bandpass filtered version of the underlying waveform coinci-
dent with the onset of the acoustic pulse generated by dis-
charge of the 223 assault rifle. Zero time indicates the point
at which the LeCroy MSO 104MX; B digital sampling oscil-
loscope triggered during data acquisition when the incoming
voltage crossed the threshold level of roughly 125 mV. The
32 us segment of this waveform, which has been selected for
Hp 4, analysis is shown by the solid line. Solid black circles
indicate the locations of the start of this segment and its
extrema. The dashed step-like function shows a scaled ver-
sion of the resulting g} (¢), which had high values of 10000
and low values of 0.001.

An example plot of the entropies Hy 4, along with asso-
ciated standard deviation bars, obtained using the reference
function generated using a 223 caliber waveform is shown in
Fig. 5. The figure shows a clear separation between the “long
rifle” 223 data and the “pistol” 40 caliber, 45 caliber, and to
a lesser extent, 9 mm data. For this plot, the confidence ratios
quantifying the separation between the 223 (a “long rifle”)
and the 357 caliber and 380 caliber pistols data improves
from the Table II values of 0.16 and 0.80 to 5.58 and 5.69,
respectively. However, for the 22 caliber rifle to confidence
is decreased from its Table II value of 9.09 to 5.64.

To be thorough, we have calculated confidence tables
for joint entropy analogous to the Table II using a represen-
tative of each type of “threat” waveform, i.e., for all
gi(t),i=1,...,10. To assess the sensitivities obtainable
using this suite of signal receivers, the maximum absolute
values for each entry in these over all 10 tables have been
collected and are shown in Table III. We observe that where
the entries of this table are low, the corresponding entries of
Table II are high and vice versa. Moreover, the maximum
always exceeds one.

C. Effect of changing analysis parameters, particularly
moving window placement

We have explored other values for bandpass filter lower
and upper bound, moving window length, moving window
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TABLE 1II. Confidence ratios for different “threat-type” sources obtained using log[Ey] analysis.

223 40 Cal. 45 Cal. 9mm 22 Cal (R) 22 Cal (P) 357 Cal 380 Cal 38 Spc. AK 47
223 cal. semiauto rifle (M16) - - - - - - - - - -
40 cal. semiauto pistol 0.59 - - - - - - - - -
45 cal. semiauto pistol 1.48 0.76 - - - - - - - -
9 mm semiauto pistol 1.40 0.66 0.12 - - - - - - -
22 cal. semiauto rifle 9.09 6.98 6.57 7.00 - - - - - -
22 cal. semiauto pistol 3.37 2.23 1.47 1.67 6.32 - - - - -
357 cal. revolver pistol 0.16 0.78 1.78 1.71 10.92 4.10 - - - -
380 cal. semiauto pistol 0.80 0.14 0.66 0.55 7.49 2.26 1.03 - - -
38 special revolver pistol 0.04 0.44 1.13 1.05 6.50 243 0.16 0.58 - -
AKA47 semiauto rifle 1.55 1.96 3.28 3.29 16.96 7.07 1.77 243 1.06 -

step in the course of our investigations. The choice of band-
pass filter parameters is largely governed by the response
characteristics of microphone and where chosen primarily to
eliminate electronic noise outside of the spectral response of
that device. However, the choice of moving window parame-
ters appears to be less constrained and during the course of
our investigations the impact of varying these over a range
of values was explored. For signal energy analysis it was
found that windows containing at least half of the waveforms
were suitable for classification. However, entropy analysis
appears to be more tightly constrained, particularly in con-
nection with the, more difficult, problem of classification of
weapon type. Consequently, we now present additional
information of the choice of values reported.

Our primary criterion for utility was that these parame-
ters cover a continuous range of values. We have found that
for window length the values reported above may be more
than doubled before entropy analysis is unable to distinguish
weapon types. While moving window position, which was
computed for an array of values, and should be chosen to
capture physical events is not sensibly characterized this
way, we have found that it may be chosen in an interval that
is long enough to be easily captured by current digital acqui-
sition devices. We focus on the comparison of 223 assault
rifle and 40 caliber pistol in the discussion that follows as it
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FIG. 4. (Color online) An illustration of the steps used to calculate a refer-
ence waveform for the 223 caliber assault rifle. The dashed step-like func-
tion is the derivative of the calculated reference function g/ (¢), which is
shown instead of the reference g (), since its relation to the extrema of
32 us segment is more easily visualized.
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is a typical result. The sensitivity of Hy, analysis to this
parameter is illustrated in three panels shown in Fig. 6,
where the analysis of a waveform captured from discharge
of the 223 caliber assault rifle is compared with a discharge
from a 40 caliber pistol. In the top panel are shown 110 us
segments that capture the arrival of the acoustic waveforms
at the sensor. We observe that the shape of the pulses at first
arrival is noticeably different. This observation motivated
the entropy analysis investigation, which previous reports
have shown is more sensitive to changes in shape of wave-
forms than is signal energy analysis.>* The middle panel
shows the curves for processed raw data (as described in
Sec. ITI C) overlain with circular symbols placed at the loca-
tions of the 32 time domain points used to compute Hy,
incorporated into Fig. 5). Also shown in the middle panel is
a gray region containing twenty points that were also used
as the starting points for 32 y windows over which Hy , was
computed as part of the moving window analysis as
described in Sec. III C. The bottom panel shows the resulting
Hp , for both firearms. Only the first four and the last three
points, where the error bars of the firearms overlap, fail to
distinguish the two weapon types. These results, which are
also typical of signal energy, show that the reported Hy,
results summarized in Fig. 5 are, at least to the order of a

+104.2
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FIG. 5. (Color online) Separation of the acoustic signatures of different fire-
arms by joint entropy, Hy,. The reference was computed using a step-like
function with transitions at the extrema of one of the 223 assault rifle wave-
forms. Note vertical axis constant offset of 104.2.
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TABLE III. Maximum confidence ratios for different “threat-type” sources obtained using Hy, analysis for g;(r) derived from different acoustic sources as

described in Sec. IV B.

223 40 Cal. 45 Cal. 9mm 22 Cal. (R) 22 Cal. (P) 357 Cal 380 Cal 38 Spc. AK 47
223 cal. rifle semiauto rifle(M16) - - - - - - - - - -
40 cal. semiauto pistol 8.61 - - - - - - - - -
45 cal. semiauto pistol 8.63 1.42 - - - - - - - -
9 mm semiauto pistol 1.48 1.00 0.65 - - - - - - -
22 cal. semiauto rifle 5.64 53.46 29.92 7.40 - - - - - -
22 cal. semiauto pistol 4.30 38.33 18.00 9.33 1.16 - - - - -
357 cal. revolver pistol 5.58 40.44 27.67 9.71 0.91 1.74 - - - -
380 cal. semiauto pistol 5.69 59.04 31.65 9.80 1.24 1.94 0.58 - - -
38 special revolver pistol 4.06 16.59 17.75 6.01 1.37 0.48 1.37 1.42 - -
AKA47 semiauto rifle 5.67 37.20 26.57 9.79 0.95 1.96 0.49 0.51 1.55 -

few microseconds, insensitive to analysis window placement
as long as it primarily encompasses the arrival of the wave-
form. Given the capabilities of modern data acquisition
equipment in relation to the length of this window of stabil-
ity, it seems reasonable to conclude that H;, can provide a
robust metric for classifying acoustic signatures into differ-
ent weapon-type categories.
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FIG. 6. (Color online) Effect of changing analysis parameters. Top panel: raw
data for 223 caliber assault rifle and 40 caliber pistol. Middle panel: curves for
bandpass filtered data with circular symbols indicating first set of points used
for Hy; analysis results in Fig. 3. The gray region indicates the range of start-
ing times used to prepare the bottom panel. Bottom panel: Effect of changing
the starting time for the set of points used to compute Hy o.
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V. DISCUSSION

The results summarized in Tables II and III suggest that
a statistical detection and identification system based on the
complementary use of the logarithm of signal energy and the
joint entropies [one for each reference function g;(z)] could
be developed that would simultaneously detect discharge of
firearms and classify their type. This system could be based
on a hierarchical analysis beginning with log[E;] analysis
to discriminate between threat and nonthreat events. If the
former were indicated by the energy analysis then subse-
quent firearm identification would be executed using Hy g,
signal receivers.

While the use of confidence ratios is a useful starting point
for quantifying the statistical separation between random varia-
bles, the hierarchical analysis indicated above would require
explicit knowledge of their distributions. Unfortunately, time
and resource limitations precluded acquisition of a large num-
ber of firearm discharges of even a single weapon type.

Nevertheless, two conclusions seem warranted. First,
and most important, is that for each firearm type there exists
a receiver, either log[Ey] or one of the entropies Hy o, that is
tightly clustered with a large enough difference in mean
values between different weapon types so that even a small
sample of waveforms would be sufficient for statistical
identification. In many cases, those where confidence ratios
are larger than five, it appears that even a single weapon dis-
charge would permit classification of a firearm into either
the category of pistol or long rifle. The case where the stand-
ard deviation (o) is less than five, identification and classifi-
cation would still be possible since, unfortunately, multiple
acoustic emissions from each firearm source would likely be
available. In that case, statistical analysis could be based on
the standard deviation of the mean (¢/+/n), which decreases
like 1/4/n as the number, n of waveforms of each weapon
type increases. For even a few discharges of each weapon
type, a/+/n would rapidly decrease so that the separations
between accumulating mean values would approach five
standard errors of the mean provided that the standard devia-
tion exceeded one. To put these numbers in context suppose
for the moment that the underlying distributions are normal.
Then, taking the number of public elementary, middle, and
high schools in the United States to be 100 OOO,25 and assum-
ing that each school has 1000 rooms and that there is an
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acoustic event in each of these rooms once an hour for 24 h
every day of the year, five sigma implies one false call will
be made per century. While some of the numbers in this esti-
mate may seem high, particularly the number of rooms per
school, they have been chosen in order to provide an overes-
timate of the possible error rate.

Second, the expense of an expanded study to measure
the distributions of log[Ef] and Hy ,, is justified. The value of
such an expanded study would lie in its use for design of an
automated processing algorithm for detection of firearm dis-
charges in public gathering places as well as the identifica-
tion of firearm type.
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APPENDIX

While it appears to be widely accepted that firearm
discharges are capable of producing hearing loss, and thus
exceed 140dB levels required for this to occur, we have
been unable to find refereed sources providing quantitative
sound levels for specific measurement positions relative to
the location of the firearm barrel. Several web sites contain
data and plots, for instance: http://www.freehearingtest.com/
hia_gunfirenoise.shtml or for more detailed description of
actual measurements: Kyttala and Paakonen (1995):
“Suppressors and shooting range structures” (http://
www.guns.connect.fi/rs/suppress.html), which shows 160 dB
maximum levels for a shooter firing a FN FAL L1A1 assault
rifle using. 308 Win standard high velocity ammunition.

This matches the maximum safe operating level for the
InvenSense INMP404ACEZ-R7 microphone used in our
study, which indicates some risk in employing this device.
Nevertheless, as our goal was demonstration of a low-cost,
hence widely deployable, sensor we decided to proceed
using the following precautions. First, rough amplitude com-
parisons of microphone output before and after a subset of
the firearm discharges were performed using acoustic sour-
ces like the “wrench” and “book slap” to check for obvious
changes in microphone output amplitude or shape. Second,
the transducer was located at least 2m from the acoustic
source (firearm) during all testing, and probably experienced
peak sound levels below 160dB. Third, as it true for most
engineering tolerances, the 160 dB safe operating level pub-
lished by the manufacturer has probably been “de-rated” to
provide an extra margin for safe use and is below the actual
noise level at which the microphone suffers permanent
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damage. Fourth, and most important, quantitative compari-
sons of spectral characteristics of the microphone with
unused microphones of the same manufacture could be per-
formed at the conclusion of the study to rule out the possibil-
ity of microphone damage.

These quantitative comparisons were performed using
four InvenSense INMP404ACEZ-R7 microphones that were
not exposed to firearm discharges. The apparatus used to
make these measurements is shown in Fig. 7. The speaker, a
Sontron SPS-29-T00 piezo-ceramic with a 20 mm diameter,
was used to drive the microphone under test. Given the con-
straints imposed by laboratory space and the desire to mini-
mize cable lengths for the electronic components, it was
placed 42.8 cm away from the microphone. This is greater
than the near-to-far field transition point, for 26 kHz, which
occurs at 6.1 cm.

In order to ensure measurement of all microphones
occurred in their linear response regime, calibration curves
were acquired by measuring spectra of received pulses
obtained by driving the broadband-amplifier with a 2 us step
function pulse from the Tektronix AFG 3252C set to a height
of either 1.5, 1.0. 0.5, 0.25, or 0.125 V. These measurements
simultaneously verify the linearity of all components in the
measurement chain: Tektronix AFG 3252C, HP 6327A,
speaker and microphone. Typical curves, in this case the
family obtained using the prototype microphone, are shown
in Fig. 8. The top curve, labelled 1.25V, is 3.5 dB above the
calibration curve corresponding to an amplified 1.00V step
function excitation, as expected. The remaining curves are
all 6dB apart, also as expected. Since the 0.5V labelled
curve appears to be well within the linear range of the mea-
surement apparatus this driving level was used for all
spectral characterizations.

Broadband Amplifier k
I
Signal o Spea €
Output
HP 6327A
Input &4 _

Signal Generator

Signal
Output ]
Tek AFG 3252C

Trigger

Output o1

Digital Sampling Oscilloscope

LeCroy MSO
104MXS-B

CH1 CH2 CH3
(0] q

428 cm

Microphone

FIG. 7. Equipment diagram showing electronics used for measurements of
spectral characteristics of InvenSense INMP404ACEZ-R7 microphones
used in our study.
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FIG. 8. (Color online) Typical calibration curves used to determine the am-
plitude of the square wave used for spectral measurements.

Spectra were obtained using the following protocol.
The prototype used to obtain firearm discharge data was
placed in a clamp and aligned for maximum amplitude and
arrival time of 1.25 ms (corresponding to 42.8 cm assuming
a speed of sound of 343 m/s). The average of 256 pulses
from the speaker were stored for later off-line analysis.
Next, an unused microphone was placed in the clamp, its
position and alignment similarly adjusted and the average
of 256 pulses from the speaker were averaged and stored.
This process was repeated for the remaining three unused
microphones.

This cycle was repeated five times. Subsequently, the
data were analyzed by baseline removal, windowing to elimi-
nate spurious pulses and reduce noise using a 1 ms window.
As the microphones exhibit variations in output amplitude, all
pulses were then scaled to a maximum deviation, from DC, of
one. This permits more precise comparison of the shapes of
the spectra. Next, each of the rescaled pulses were Fourier
transformed and their magnitudes as functions of frequency,
i.e., the spectra, were computed. The five spectra from the
prototype were averaged. Their standard deviations were also
computed. The same processing was performed on each of the
twenty pulses obtained from the unused microphones and
these were averaged and the standard deviation computed.
We point out that the rescaling performed in the time domain
had the effect of reducing the resulting standard deviation of
the ensemble of twenty spectra and thus produces a more
stringent comparison between prototype and unused micro-
phone spectra.

The comparison of average prototype and average
unused microphone spectra over a range extending from 0 to
28.6kHz is shown in Fig. 9. The averaged (N=35) spectra
for the prototype with standard deviation error bars are
represented in the solid curve without plot symbols. The
average (N =20) spectra for the unused microphones are
represented by the curve with circular symbols. The plots are
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FIG. 9. (Color online) Comparison of spectra of prototype microphone after
study completion with the average of five spectra obtained from unused micro-
phone of the same manufacture. Standard deviation bars are also plotted.

essentially the same over the 1 to 26 kHz range used to band-
pass filter all time domain data prior to the analysis that
produced the comparisons shown in Figs. 3 and 5.
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